Abstract-Watermarking had been proven to be able to protect medical images from unauthorized tampering and modification. Numerous watermarking schemes are available for different purposes depending on the security needs. Watermark embedding and detection process need to be performed in an efficient manner so that the operation of the health institution is not affected. This paper will focus on the development of a watermark embedding and detection application using existing tools from the design point of view to operate in a PACS (Picture Archiving and Communication Systems) environment.
INTRODUCTION
A generic PACS (Picture Archiving and Communication Systems infrastructure as described by [1] consist of patient data servers, imaging modalities, PACS controllers with database and archive and also display workstations connected by communication networks. Application servers are where images and data are extracted from the PACS archive for various usages. Acquisition gateway in figure 1 acts as a buffer between imaging modalities and the PACS controllers. It has three main tasks:
• acquires image from the imaging modalities • converts the data from manufacturer specifications to DICOM (Digital Imaging and Communications in Medicine) data formats • forwards the image to PACS controller or display workstations Other tasks such as image preprocessing, compression and data security are also performed here. PACS controller & archive server have more complicated functions such as image receiving, image stacking, image routing, PACS database updating and RIS (Radiology Information System) interfacing.
One of the major DICOM communication SOP (Service Object Pair) classes for image communications is the Storage Service Class. For example, it allows the acquisition gateway to play the role of a SCU (Storage Service Class User) that initiates storage request and transmits images to the PACS archive, which serves as a SCP (Storage Service Class Provider) that stores the images to its local storage. The integrity of the records such as medical images needs to be protected from unauthorized modification or destruction of information on the medical images. One of the security measures that can be used is watermarking. Watermark provides three objectives in medical images [2] :
• data hiding, for embedding information to make the image useful or easier to use; • integrity control, to verify that the image has not been modified without authorization; • authenticity, that is to verify that the image is really what the user supposes it is There is no current standard on the usage of watermarking in medical images. Numerous researches had been done in producing better watermarking schemes and techniques. A radiology department processes hundreds or more medical images each day. If watermarking is to be implemented in a PACS environment, the process of embedding and detecting needs to be done in a simplest and fastest manner to ensure smooth running of the whole PACS.
In this paper, we focus on the development of a watermark embedding and detection application using existing tools from a design perspective.
II. WATERMARKING SCHEME
Recovering and tamper detection scheme by [3] had been chosen for the purpose of the development for this application. It uses block based method with multiple hierarchies where each blocks consists of 8 x 8 pixels. Each block will then be divided into sub-blocks of 4X4 pixels. A 3-tuple watermark embedded consists of 2 bits authentication watermark and 7 bits recovery watermark for other sub-block. Average intensity of a corresponding block and its sub-blocks is calculated to generate authentication watermark. Average intensity of a sub-block will be embedded as the 7 bits recovery watermark in another block which was predetermined in a mapping sequence. A parity bit is generated based on the 7 bits recovery watermark.
Detection of a tampered block is done by comparing the average intensity and parity bit. The detection of tampering is done in 3 levels from 4x4 pixel sub-blocks to 8x8 pixels blocks. Blocks that were mark invalid will be recovered.
This particular watermarking scheme is chosen because it uses the most straight forward method where the watermark is embedded in the least significant bits. It produces high PSNR (Peak Signal to Noise Ratio) value of the watermarked images. It also had been clinical evaluated to ensure that watermarked images does not affect clinical diagnoses [4] as PSNR value does not correlates well with perceived quality measurement [5] . Its watermarked image had also been tested for its effectiveness in a simulated PACS environment by [6] where image were transferred from a client to a server computer and the watermarked remained intact and functional. In terms of transmission of an information object instance in PACS, C-STORE command can be used. It is one of the DICOM message service elements. Fig 2. below shows an example of a C-STORE operation for an image transmission between acquisition gateway and PACS archive server [1] . 
IV. TOOLS
This section describes the tools to be used in the development of the application.
A. Java SE and NetBeans
The application will be developed using Java Standard Edition. It is chosen because of the portability of the language. NetBeans will also be used to design and coding of the application. Java library such as Swing components will be used for the user interfaces.
B. DCM4CHE2 DICOM Toolkit
DCM4CHE2 is an open source implementation of DICOM standard. It consists of 20 stand alone utilities developed using Java programming. Below are the utilities identified for the development of the application.
1) Dcmsnd:
This utility acts as a SCU ( Storage Service Class User) to send DICOM objects to a SCP ( Storage Service Class Provider). It loads composite DICOM objects from specified DICOM files or a directory structure and sends them to the specified remote AET (Application Entity).
2) Dcmrcv: It will run a DICOM server listening on the specified port for incoming association requests.Received objects can be stored at a specified directory.
C. MATLAB Builder JA
The coding for the watermarking scheme were developed using MATLAB programming language. In order to integrate the coding into the application, MATLAB Builder JA will be used. It creates Java classes by encrypting MATLAB functions and generating Java wrapper around them.
V. REQUIREMENTS AND DESIGN
This section describes the requirements and design of the application.
A. Funtional requirements
The application consists of the following functional requirements;
• operate in a DICOM compliant PACS • receive ultrasound medical images from another application entity • embed watermark into received images • store watermarked images in specified directory • retrieve watermarked images from specified directory • send watermarked image to specified application entity • detect watermarking from images
B. Technical requirements
The application can be easily operated in a Windows environment as an executable file. Since it will be developed using Java programming, it is possible to run it in a web browser with minor modification. There is no special hardware requirements needed for execution.
C. Performance requirements
It must be able to process multiple files such as a selection of a folder. The time needed for the embedding and detection process depends on the watermarking algorithm used.
D. Usability requirements
Graphic user interface is needed to enable simple and easy usage such as text fields, buttons and progress bar.
E. Reliability requirements
The application should not exhibit any service out stage. It will have error handling capabilities such as wrong type of image, error in embedding and error in transmissions.
F. Security requirements
Access control such as password protection is needed to prevent unauthorized access to the application.
The requirements of the application are furthered modeled using use case diagram as shown in Fig 3. The main user of the application is the lab technician which decides the images to be watermarked. Watermarked images will be sent to PACS server for storage. Suspicious watermarked image is received from PACS server by the application for detection. Results of the detection process will be displayed. Results of the detection process will be displayed. Fig. 2 . It shows the sequence of the sending scenario. The lab technician will provide three inputs to the application and choose files to be sent to specified application entity for example the PACS server.
An initial design of the user interface as shown in Fig. 5 had been done. A straight forward and simple interface is used. The main functions had been divided using tab panel for easier navigation and appropriate text fields, buttons and progress bar is used. Medical images can be watermarked by the application residing in the acquisition gateway as shown in Fig. 6 before it is sent to PACS archive server for storage. This will ensure integrity of the medical image. A suspicious image is being sent back to the application for tampering detection and recovery. The watermark embedding and detection application is designed to facilitate the process watermarking in a PACS environment. It is being done by combining existing tools. Further testing is needed once the coding of the application is completed to ensure it fulfills the requirements that had been set. Enhancement of the application can be done where the application can operate without human intervention in the process of watermark embedding. An option to choose type of watermarking scheme to be used for embedding can also be considered. Lastly, the application can be modified to operate in an internet browser since this operational environment is supported by PACS.
